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NEWS & UPDATE 
 

New Partners 

 

AiSP would like to welcome Rapid7 as our new 

Corporate Partner. AiSP looked forward to working 

with our Partners to contribute to the Cybersecurity 

Ecosystem. 

 

New Corporate Partner 

 

 
 

Continued Collaboration 
 

AiSP would like to thank National University of 

Singapore, Sailpoint, Singapore Institute of 

Technology, Veracity and Yeswehack for their 

continued support in developing the cybersecurity 

landscape: 
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Member Acknowledgment 

 

Interview with AiSP EXCO Member Mr Michael Lew 

 

 
 

1. What is your vision for your contribution in AiSP? What do you think is the biggest 

issue in the Cybersecurity Industry? 

I see myself as a catalyst for advancing robust, adaptive cybersecurity frameworks 

that address evolving threats while fostering collaboration across industries. I aim to 

contribute by innovating scalable solutions that balance security, usability, and 

accessibility, enabling organizations to safeguard their digital assets effectively. A key 

focus of my work will include preparing our members for quantum security 

challenges, ensuring resilience against future quantum-computing threats.  

The biggest issue in the cybersecurity industry today is the rapid evolution of threats 

outpacing the deployment of adequate defences. Cybercriminals leverage 

sophisticated techniques like AI-driven attacks, quantum-capable algorithms, and 

supply chain compromises, exploiting vulnerabilities across interconnected systems. 

The global shortage of skilled cybersecurity professionals further exacerbates this 

challenge. To address these issues, I advocate for interdisciplinary collaboration, 

continuous education, and the integration of AI-driven and quantum-resilient 

technologies. By fostering a proactive and unified approach, we can mitigate 

current vulnerabilities while preparing for the challenges posed by the quantum era. 

 

2. As the EXCO member, there are times where you will be representing AiSP in 

events and engagements. How do you plan to uphold AiSP's reputation and 

values while effectively communicating its mission and objectives to external 

stakeholders? 

As an EXCO member and the Quantum Security Lead representing AiSP, I’m 

committed to representing our Association with professionalism, integrity, and 

inclusivity. Whether it’s at events or during discussions, my goal is to build strong 

connections by truly listening to stakeholders and sharing the value AiSP brings 

through its initiatives. Staying updated on industry trends and AiSP’s ongoing projects 

helps me communicate effectively and ensure our message aligns with our strategic 
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goals. I also aim to be a proactive advocate for cybersecurity, fostering trust and 

credibility through open, consistent, and meaningful engagement. Ultimately, my 

focus is on strengthening partnerships that drive growth and advancing the 

cybersecurity community by creating opportunities for collaboration and innovation. 

 

3. Lastly, what would you like to share and contribute your expertise with our AiSP 

member and the wider community? 

I’m excited to contribute to AiSP and the broader cybersecurity community by 

creating opportunities for learning, collaboration, and innovation. My goal includes 

helping members and organisations to understand the impact of quantum 

computing on cybersecurity and how we can adapt to build stronger, more resilient 

systems for the future. I’m also passionate about sharing practical knowledge and 

insights that members can use to tackle real-world challenges. I aim to support both 

experienced professionals and newcomers in developing the skills they need to thrive 

in this fast-changing field.  

 

More than that, I believe in the power of collaboration. By connecting people across 

industries and encouraging the exchange of ideas, we can drive meaningful 

progress and develop solutions that work for everyone. Together, we can build a 

cybersecurity community that’s not only ready for today’s challenges but prepared 

for whatever comes next. Additionally, I want to inspire continuous learning and 

innovation within the community. By staying ahead of emerging trends and 

technologies, we can collectively strengthen our defences and seize new 

opportunities to advance the field of cybersecurity. 
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Student Volunteer Recognition Programme 

(SVRP) 
 

RP Community Day with IMDA on 13 December 

 

We are here today at Republic Polytechnic for the Senior Day organised by AiSP, IMDA 

SG Digital Office & Republic Polytechnic School of Infocomm where we share with 100 

elderly residents staying in woodlands on a Techtrek: The Digital Learning Experience to 

help our seniors to grab their future. Thank you to CyberSafe and Grab for supporting the 

event and sharing with the elderly on the importance of Go Digital and stay safe online. 
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AiSP Youth Meetup – Bug Bounty on 8 January 

 

AiSP Youth Meetup – Bug Bounty 

 
 

AiSP will be organising a Youth Meetup on 8 Jan 2025 focusing on Bug Bounty. Through 

this meetup, we are expecting 80 Youths and young professionals for where: 

 

• Interaction and learning with fellow Cyber youths, Government Agency, Professionals 

and Industry Leaders through networking 

• Understanding the Cybersecurity Landscape on the demand in talent, market trends, 

job demand and skillset required for the industry through talks and panel discussion. 

• Providing a platform for our Youths to be engaged and feedback on what they feel 

that they need in Cyber and how the Association or Government can help them in it. 

• Motivation from Industry Expert Leader to motivate Youth to continue their journey in 

Cybersecurity. 

 

Building Resilient Cybersecurity: Organizational Strategies, Capabilities and Career 

Pathways in the Public Sector 

Speaker: Ms Chai Li Xian, Cybersecurity Engineer, GovTech Cyber Security Group 

 

This session will provide a glimpse into GovTech’s Cyber Security Group, its strategies and 

capabilities in tackling cyber threats against the Whole of Government IT infrastructure. 

It will highlight real-world projects and share insights into how these capabilities help 

improve our security posture. This session will also offer some advice for those looking to 

start a career in cybersecurity, covering essential skills, certifications, and tips for success 

in this field. 

 

How a Small Team Protects a Global Giant 

Speaker: Mr Matthew Ng, Senior Information Security Analyst, Roche Singapore 
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This session offers an in-depth look at how a small team manages a vast bug bounty 

program across a multinational organization. We’ll share our approach to triaging 

submissions, scaling security efforts, and dealing with the unexpected. Expect to hear 

stories of our biggest wins, toughest hurdles, and lessons learned on the fly. 

 

Starting Strong in Infosec: How Bug Bounty Can Bootstrap Your Career 

Speaker: Anne-Laure Ehresmann, APAC Lead Security Analyst, YesWeHack 

  

This session aims to share everything accomplished bug bounty hunters tell us they wish 

they had known when starting out: resources & tools, jobs, freelancing, communities, 

mindset, etc. – and how getting into bug bounty helped kick-start their careers. The talk 

will also feature a live demo of YesWeHack's Dojo, a free educational platform that 

guides aspiring bug-bounty hunters in learning, finding, and exploiting real vulnerabilities, 

allowing them to develop fundamental skills for success in offensive cybersecurity. 

 

 

Date: 8 January 2025, Wednesday 

Time: 6:00PM – 8:30PM 

Venue: SIT Punggol Campus, E2-01-01 Lectorial 6 

Registration: https://forms.office.com/r/rAQm09VXmq  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://forms.office.com/r/rAQm09VXmq
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Elevating Cybersecurity Education Through Unprecedented Collaborations 

 

In a pioneering initiative, EC-Council and Wissen have forged a collaboration with AiSP. 

This collaboration includes a sponsorship of 500 EC-Council Cyber Essentials certification 

vouchers. These vouchers aim to empower Polytechnic and Institute of Technical 

Education (ITE) students pursuing cybersecurity programs, enabling them to attain their 

inaugural industry certificate and commence their journey with EC-Council Essential 

certificates (NDE, EHE, DFE), thereby initiating their cybersecurity credentialing process. 

 

Visit (https://wissen-intl.com/essential500/) and register to start your cybersecurity 

credentialing journey! Terms & Conditions apply. 

 

About the EC-Council Cyber Essentials Certification 

EC-Council’s Essentials Series is the first MOOC certification course series covering essential 

skills in network defense, ethical hacking, and digital forensics. The Network Defense 

Essentials (N|DE), Ethical Hacking Essentials (E|HE), and Digital Forensics Essentials (D|FE) 

are foundational programs that help students and early career professionals choose their 

area of competency or select a specific interest in cybersecurity. The Essentials Series was 

designed to give students the foundation on which to build and develop the essential 

skills for tomorrow’s careers in cybersecurity. These programs educate learners in a range 

of techniques across industry verticals, such as securing networks, mitigating cyber risks, 

conducting forensic investigations, and more. 

 

 
 

https://wissen-intl.com/essential500/
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AiSP Cyber Wellness Programme 

 

 
Click here to find out more! 

 

https://www.aisp.sg/aispcyberwellness/index.html
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Special Interest Groups 

 

AiSP has set up seven Special Interest Groups (SIGs) for active AiSP members to advance 

their knowledge and contribute to the ecosystem are: 

 

- Artificial Intelligence      

- CISO 

- Cloud Security 

- Data and Privacy 

- DevSecOps 

- Legal Investigative Technology Experts (LITE) 

- Quantum Security 

 

We would like to invite AiSP members to join our Special Interest Groups as there are 

exciting activities and projects where our members can deepen their knowledge 

together. If you are keen to be part of a SIG, please contact secretariat@aisp.sg  

 

  
 

   
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.aisp.sg/sig.html
https://www.aisp.sg/sig.html
mailto:secretariat@aisp.sg
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AiSP AI SIG Meetup – Safeguarding the Future of Artificial Intelligence on 15 January 

 

AiSP AI SIG Meetup – Safeguarding the Future of Artificial Intelligence 

 

 
 

The evening will kick off with a thought-provoking presentations by our line up of 

speakers, setting the stage for an intellectual journey into the heart of AI vulnerabilities 

and defenses. Attendees will gain insights into the latest adversarial attacks on AI 

models, delve into the nuances of privacy preservation in AI systems, and explore 

ethical considerations in AI development and deployment. 

 

The event will culminate in an interactive Q&A session, encouraging attendees to 

engage directly with our speakers and fostering the collaborative spirit that both AiSP 

and OWASP hold dear. This open dialogue will not only address current challenges but 

also spark discussions on future trends and potential solutions in AI security. Join us for an 

evening of enlightenment, engagement, and empowerment as we collectively work 

towards a more secure AI-driven world. Together, we'll explore how to build unassailable 

fortresses in the cognitive realm, ensuring that as AI advances, our defenses evolve in 

tandem. 

 

Synopsis: 

In the rapidly evolving landscape of artificial intelligence, where Large Language 

Models (LLMs) and advanced AI systems are reshaping our digital world, the need for 

robust security measures has never been more critical. The Association of Information 

Security Professionals (AiSP) and the Open Web Application Security Project (OWASP) 

proudly present "Safeguarding the Future of Artificial Intelligence" an enlightening 

evening session that bridges the gap between AI innovation and cybersecurity. This 

event embodies the shared values of AiSP and OWASP – fostering knowledge sharing, 

promoting best practices, and nurturing a vibrant community of security-conscious 

professionals. 
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Securing AI systems: An overview and the lifecycle approach 

Speaker: Mr Loh Chee Keong, Lead Consultant for AI Security, Cybersecurity Engineering 

Centre, Cyber Security Agency of Singapore 

 

OWASP Top 10 on LLMs 

Speaker: Mr Wong Onn Chee, OWASP SG Chapter Co-Leads & AiSP Data & Privacy SIG 

EXCO Lead 

 

Date: 15 January 2025, Wednesday 

Time: 6:30pm – 8:30pm 

Venue: 6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594 

Registration: https://www.eventbrite.sg/e/aisp-ai-sig-meetup-tickets-

1076265552239?aff=oddtdtcreator 

 

AiSP Quantum Security SIG Meetup – Quantum Resilience and What to Expect on 20 

January 

 

AiSP Quantum Security SIG Meetup – Quantum Resilience and What to Expect 

 
 

This meetup will commence with an opening remark by AiSP Quantum Security SIG 

EXCO Lead and an insightful panel discussion by our esteemed speakers, dedicated to 

understanding the quantum frontier, addressing challenges, and shaping solutions that 

ensure secure, future-ready infrastructures. This is your opportunity to engage with 

thought leaders, share perspectives, and be part of a community building resilience in 

the quantum era. 

The event will culminate in an interactive Open Mic session, offering all attendees a 

platform to voice their thoughts and insights, fostering a collaborative exchange of 

ideas. This open exchange will address pressing concerns, stimulate dialogue on 

emerging trends, and spotlight innovative approaches to navigating the quantum 

frontier. Join us for an evening of discovery, dialogue, and determination as we 

collectively prepare for the quantum era. 

 

tg://search_hashtag/?hashtag=03
https://www.eventbrite.sg/e/aisp-ai-sig-meetup-tickets-1076265552239?aff=oddtdtcreator
https://www.eventbrite.sg/e/aisp-ai-sig-meetup-tickets-1076265552239?aff=oddtdtcreator
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Synopsis: 

As quantum computing reshapes industries, ensuring strong cybersecurity is more critical 

than ever. The Association of Information Security Professionals (AiSP), in partnership with 

Bitdefender, presents "Quantum Resilience and What to Expect." This session examines 

the intersection of quantum innovation and cybersecurity, focusing on its profound 

impact on data protection and risk management. Featuring insights from industry 

leaders and information security experts, the event explores strategies and frameworks 

essential for thriving in the quantum era. By sharing knowledge and best practices, it 

aims to build a forward-thinking community ready to safeguard the future of 

technology. 

 

Date: 20th January 2025, Monday 

Time: 4:00PM – 6:30PM 

Venue: WeWork, 21 Collyer Quay 

Registration: https://www.eventbrite.sg/e/aisp-quantum-security-sig-meetup-tickets-

1122611855279?aff=oddtdtcreator  

 

AiSP DevSecOps SIG Meetup – “Learning Journey : Putting Sec[urity] in DevSecOps” on 

22 January 

 

AiSP DevSecOps SIG Meetup – “Learning Journey : Putting Sec[urity] in DevSecOps” 

 

 
 

AiSP DevSecOps Special Interest Group aims to provide a learning journey for students, 

practitioners and industry professionals with a community to share their knowledge and 

expertise with one another. We want to highlight the importance of having strong 

security built into the software development process rather than rely on external 

protection. While such security solutions are still required, we would also like to have 

software that has security ‘baked in’ rather than trying to patch vulnerabilities and 

insecurities after it is deployed. 

 

https://www.eventbrite.sg/e/aisp-quantum-security-sig-meetup-tickets-1122611855279?aff=oddtdtcreator
https://www.eventbrite.sg/e/aisp-quantum-security-sig-meetup-tickets-1122611855279?aff=oddtdtcreator
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The "Learning Journey" event is designed to provide information to developers, project 

managers, students, practitioners & decision-makers who are interested in making their 

processes more secure during the development of their applications – whether it’s 

inhouse developed or outsourced to 3rd party development teams. In the end, 

knowledge is KEY to be able to have the right conversations with the development 

teams. 

 

Attendees will get to hear about how to get started with DevOps and putting Sec[urity] 

into DevOps to become DevSecOps. We want to promote the different tools and 

solutions – whether they be OpenSource or Commercial tools so that the users will have 

a choice to decide what fits in their organization Also, we want to have organizations 

understand the Benefits & Pitfalls in transitioning to a DevSecOps setting. So that they will 

understand the commitment and the support that is needed in order to succeed. 

Finally, we will want to address the use of Artificial Intelligence and Cloud solutions to 

enhance and extend the ability to make their applications more secure. 

 

During this event, we are excited to have Checkmarx, a leader in Application Security, 

joining us. This is a fantastic opportunity to network and learn more about the critical role 

of application security, and how to build an AppSec program trusted by DevSecOps 

teams worldwide. 

 

Date: 22 January 2025, Wednesday 

Time: 6:30pm – 8:30pm 

Venue: Lifelong Learning Institute, Paya Lebar, 11 Eunos Rd 8, Singapore 408601 

Registration: https://www.eventbrite.sg/e/aisp-devsecops-sig-meetup-tickets-

1076269243279?aff=oddtdtcreator 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.eventbrite.sg/e/aisp-devsecops-sig-meetup-tickets-1076269243279?aff=oddtdtcreator
https://www.eventbrite.sg/e/aisp-devsecops-sig-meetup-tickets-1076269243279?aff=oddtdtcreator
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The Cybersecurity Awards 

 

The Cybersecurity Awards (TCA) 2024 Judges Appreciation Dinner on 2 December 

 

A wonderful conclusion to The Cybersecurity Awards (TCA) 2024 at the Judges 

Appreciation Dinner on 2 December! A heartfelt thank you to all the judges for their 

dedication, expertise, and passion in selecting the most deserving winners from this year’s 

nominations. Special appreciation also goes out to the supporting associations for their 

invaluable contributions, making TCA 2024 another successful and impactful year. Thank 

you, AiSP President Mr. Tony Low, for delivering the welcome address. We look forward to 

seeing everyone again at TCA 2025! 

 

 
 

 
The Cybersecurity Awards 2025 nominations will start in February 2025. 

 

Professionals                                                          Enterprises 

1. Hall of Fame                                                      5. MNC (Vendor) 

2. Leader                                                               6. MNC (End User) 

3. Professional                                                       7. SME (Vendor) 

                                                                               8. SME (End User) 

Students 

4. Students 

 

 



 Advancing the Professionals | Connecting the Community | Excelling the Profession 
 

 

back to top 

© 2008 – 2024 Association of Information Security Professionals. All rights reserved. Page 15 of 33 
  

Ladies In Cyber 

 

SHE Supports Friendship Circles: Ladies in Cybersecurity on 7 December 

 

AiSP together with National Trades Union Congress (NTUC) WAF & SHE Singapore 

organised the first Friendship Circles supported by BridgingMinds Network Pte Ltd, Cyber 

Security Agency of Singapore (CSA) and Wissen International on 7 December. More 

than 100 females joined the session with a sharing by Ms Nathiya Balaiya on A Day in the 

Life of a CISO and Sharing by Ms Tang Jing Ying on Moving from Non-Cyber to Cyber. 

 

The session ended off with a breakout session in groups of ten facilated by our AiSP 

Female Members Facilitators from Grab, Institute of Technical Education, NYP School of 

Information Technology & Singpost on the questions on what areas of Cybersecurity 

interest them and what tools or resources will empower them to return to the workforce 

to join the Cybersecurity sector. 
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Learning Journey to KL on 16-19 December 

 

As part of National Youth Council Singapore Asia Ready Exposure Programme, AiSP 

Ladies in Cyber Charter organised our first Ladies in Cyber Overseas Learning Journey to 

Kuala Lumpur on 16 - 19 December with 34 female students. 

 

 
 

Day 1 – 16 December: Visit to Cybersecurity Malaysia 

 

On 16 December, we visited CyberSecurity Malaysia (CSM). Thank you CSM for hosting 

us. 
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Day 2 – 17 December: Visit to EC Council 

 

For the first visit on 17 December, we have visited EC-Council. Thank you EC Council for 

hosting us. 

 

 
 

Day 2 – 17 December: Visit to High Commission of Singapore 

 

For the second visit of the day, we have visited High Commission of Singapore in Kuala 

Lumpur. Thank you for hosting us. 
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Day 3 – 18 December: Visit to Asia Pacific University of Technology and Innovation 

 

On 18 December, the first visit of the day, we have visited Asia Pacific University of 

Technology and Innovation (APU / APIIT). Thank you APU for hosting us. 

 

 
 

Day 3 – 18 December: Visit to Schneider Electric 

 

For second visit of the day, we have visited Schneider Electric. Thank you AiSP Vice 

President Mr Andre Shori and Kelly Ang for flying to KL to host us. 
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Day 4 – 19 December: Visit to Cisco 

 

To conclude the trip, the students visited Cisco office before leaving KL. Thank you Cisco 

for hosting us. 

 

 
 

Upcoming Activities/Events 
 

Ongoing Activities 

Date Event Organiser 

Jan – Dec  Call for Female Mentors (Ladies in Cyber) AiSP 

Jan – Dec Call for Volunteers (AiSP Members, Student 

Volunteers) 

AiSP 

 

Upcoming Events  

Date 
Event 

Organiser 

8 January Youth Meetup AiSP 

10 January SMS(S) Professional Guidance Day 2025 Partner 

15 January AI SIG Meetup AiSP 

17 January NTUC WAF & SHE Friendship Circle Networking by 

NTUC 

Partner 

20 January Quantum Security Meetup AiSP 

22 January DevSecOps Meetup AiSP 

23 January Learning Journey to RSM for AES  AiSP 

23 January TP School Talk AiSP 

21 February Youth Meetup at TIG Centre AiSP 

**Please note events may be postponed or cancelled due to unforeseen circumstances 
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CONTRIBUTED CONTENTS 

 

Article from AI SIG 

 

LLM Application Security 

Kheng Kok is a Senior Specialist (AI) & Senior Lecturer at Nanyang Polytechnic (NYP). He has diverse 

and extensive experience in R&D, software development, teaching and professional training. He has 

served as principal investigator for several research grant projects in the areas of cloud and 

cybersecurity. He is heavily involved in AI curriculum development in NYP, sits in the AI Technical 

Committee and has worked extensively with industry partners in the areas of cloud, cybersecurity and 

AI. 

Large Language Models (LLMs), such as OpenAI's GPT-4, Google’s Gemini, and Meta’s 

LLaMA, have brought significant advancements to natural language processing (NLP) 

and AI-driven applications. Their ability to generate text, answer questions, and engage 

in conversations has been transformative for sectors such as customer service, content 

creation, and education. 

Since the launch of ChatGPT, there has been a surge in ChatGPT and LLM-based 

applications and projects. At the time of this writing, there are close to 300,000 GPT and 

LLM-related open-source projects on GitHub. As businesses strive to stay ahead of the 

competition, many are rushing to implement generative AI solutions, often leveraging 

open-source software to develop their business tools. Software such as LangChain, 

LlamaIndex, and Ollama are widely used to create generative AI solutions. 

However, a report published by Rezilion [1], which investigated the security posture of the 

50 most popular generative AI projects on GitHub, found that the majority of them scored 

very low, with an average of 4.6 out of 10. This is alarming, as some of these projects are 

widely used by developers to build other LLM applications. Vulnerabilities in these projects 

can have downstream repercussions throughout the software supply chain. Attackers are 

already exploiting the rising popularity of this software. For example, a vulnerability 

reported in LangChain [2] makes it susceptible to prompt injection attacks that can 

execute arbitrary code. Similarly, LlamaIndex [3], which is widely used to develop 

Retrieval-Augmented Generation (RAG) applications, was found to allow SQL injection 

through the Text-to-SQL feature in its NLSQLTableQueryEngine [4]. More recently, a 

vulnerability [5] was discovered in Ollama, a framework widely used to host private LLMs, 

allowing attackers to upload a malformed GGUF file (a binary file format optimised for 

fast loading of language model) to crash the application. 

As competition in the LLM space intensifies, LLM providers are adding more features to 

their models, such as tool use and functional extensions with various plug-ins. With these 

added capabilities, the security implications of potential attacks become even more 

significant. 
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OWASP, known for releasing the OWASP Top 10 Web Application Security Risks, has 

published the OWASP Top 10 for LLM Applications [6], further underscoring the concerns 

about the security of LLM-based applications. The 2025 list [7] includes, among other risks, 

prompt injection, sensitive information disclosure, improper output handling, excessive 

agency, and system prompt leakage. 

Prompt injection has consistently been ranked as the top risk in LLM security. A prompt 

injection attack occurs when a malicious user manipulates the operation of a trusted LLM 

by injecting specially crafted input prompts, similar to traditional SQL injection or XSS 

attacks. The injection can occur directly as user prompt to the model or indirectly through 

various sources such as websites, emails, documents, or other data that an LLM may 

access during a user session. Some of these prompts may not even be visible or readable 

by humans.  

The following diagram illustrates how a direct prompt injection can occur:  

 

Figure 1. Direct Prompt Injection 

Image Source: Liu, Y., Deng, et al. (2023). Prompt Injection attack against LLM-

integrated Applications. 

For instance, an attacker might inject a prompt into a customer support chatbot, 

instructing it to ignore previous guidelines, query private data stores, and send 

unauthorised emails, leading to privilege escalation and data breaches. 

Indirect prompt injections occur when an LLM accepts input from external sources, such 

as websites or files. Malicious prompts embedded in external content can alter the 

model's behaviour in unintended or harmful ways. Figure 2 depicts a scenario where a 

malicious prompt is embedded in a news site. When the user asks the LLM to summarise 

the news, the prompt modifies the LLM's behaviour, causing it to make unauthorised 

purchases on an e-commerce site instead. 
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Figure 2. Indirect Prompt Injection 

The severity of a successful prompt injection attack depends on the business context in 

which the model operates and its ability to influence external systems it interacts with, 

such as through tool use. The consequences of a prompt injection attack may include 

the disclosure of sensitive information, execution of arbitrary commands in connected 

systems, and manipulation of AI-driven decisions.  

Due to the nature of natural language, applying traditional input sanitisation techniques 

is challenging, as there are countless ways to craft injection prompts. One approach is to 

train models to detect malicious prompts, such as Meta’s Prompt Guard. Another strategy 

involves leveraging LLMs to check input and output, as seen in tools like Llama Guard or 

NEMO Guardrails. However, these approaches are not foolproof. Additional mitigation 

measures include constraining model behaviour through system prompts that instruct the 

model to ignore attempts to alter core instructions, checking model output for 

unauthorised content, and restricting the model's access privileges to external systems.  

With the rise of multimodal models, the attack surface has expanded. Attackers can now 

exploit interactions between different modalities, such as embedding malicious prompts 

within an image alongside a benign-looking text prompt. 

Just like any other software application, secure software development best practices are 

equally applicable for LLM-based applications. However, LLM applications present a 

unique set of challenges due to their probabilistic nature, which makes their behaviour 

less predictable. This necessitates a multi-faceted approach to ensure their security. 

Regular and continuous monitoring, combined with rigorous testing of model behaviour, 

is essential to identify and mitigate potential vulnerabilities effectively.  
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Contact Information: Mar Kheng Kok 

School of Information Technology 

Nanyang Polytechnic 

E-mail: mar_kheng_kok@nyp.edu.sg 

 
 

Article from SVRP 2024 Gold Winner,  

Elton Tay Chee Hean [NYP] 

 

 
How SVRP has directly impacted your cybersecurity journey? 

SVRP has helped me to be recognised for my efforts in contributing in the field of 

cybersecurity through my volunteerism efforts. As someone who has believed in 

mentorship since Secondary 2, mentoring the younger generation has been something I 

love to do and being able to mentor the future cybersecurity professionals while sharing 

my passion and love for cybersecurity is something I pride myself in doing. Having SVRP 

to recognise my efforts and contributions is an added bonus to me and motivates me to 

continue to push the limits in what's possible. 

 

How SVRP has inspired them to contribute to the cybersecurity field? 

Since Secondary 2, I have always believed in giving back to the society. SVRP has 

inspired me to continue to push thhe limits of what is possible, to stand out from other 

candidates. Having won Gold and being nominated as valedictorian last year, I have 

https://nvd.nist.gov/vuln/detail/CVE-2023-29374
https://nvd.nist.gov/vuln/detail/cve-2024-23751
https://nvd.nist.gov/vuln/detail/CVE-2024-39720
https://owasp.org/www-project-top-10-for-large-language-model-applications/
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contibued to look for opportunities to volunteer and contribute, even past graduation 

as an alumni and student advisor within the club. 

 

What motivates you to be a student volunteer? 

Having been in the field of cybersecurity for almost 7 years now, and with the demand 

of security in today's world (Even recently, when AI is getting more popular, we also 

have security incidents that directly related to / impact AI, such as recent vulnerabilities 

with ChatGPT that allows prompt engineers to force GPT to leak data), training more 

young students to develop and gain interest in the field of cybersecurity is critical. Being 

a student volunteer helps me to train the future generation of cybersecurity 

professionals, share my knowledge and passion, while making an impactful contribution 

to this field. 

 

How would you want to encourage your peers to be interested in cyber security? 

It is important that we allow them to see the implications of poor security measures in 

the real world. These range from data breaches, Denial of Service attacks, or any 

attack that causes inconvenience to end-users. Through making them realise the 

importance, I believe many will then become motivated to develop in this field. For 

example, within Ingenious Applications, security is a huge focus and my peers that are 

part of the team are able to see how security is being implemented in a real-world 

production environment. These has helped motivate some of them to learn more and 

pursue a career in the field of cybersecurity. 
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PROFESSIONAL DEVELOPMENT 

 

Qualified Information Security Professional 

(QISP®)  
 

 

Body of Knowledge Book (Limited Edition) 
 

Get our Limited Edition Information Security Body of Knowledge (BOK) Physical Book at 

$87.20 (inclusive of GST).  

 

 
 

Please scan the QR Code in the poster to make the payment of $87.20 (inclusive of 

GST) and email secretariat@aisp.sg with your screenshot payment and we will follow up 

with the collection details for the BOK book. Last 30 books for sale! 

 

mailto:secretariat@aisp.sg
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Body of Knowledge E Book 
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Online Course launched on 1 March 2024! 

 

 
 

The QISP examination enables the professionals in Singapore to attest their knowledge in 

AiSP’s Information Security Body of Knowledge domains. Candidates must achieve a 

minimum of 50-64% passing rate to attain the Qualified Information Security Associate 

(QISA) credential and 65% and above to achieve the Qualified Information Security 

Professional (QISP) credential. 

 

Our highly responsive e-learning platform will allow you to learn anytime, anywhere with 

modular courses, interactive learning and quizzes. Complete the course in a month or 

up to 12 months! Enjoy lean-forward learning moments with our QISP/QISA preparatory 

e-learning course. Receive a certificate of completion upon completion of the e-

learning course. Fees do not include QISP examination voucher. Register your 

interest here! 

 

 

 

 

https://docs.google.com/forms/d/e/1FAIpQLSepJWoeVfGiPsTIKqNonbCuWemckLsNg1O2_p6DlMRI1UBaqg/viewform
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MEMBERSHIP 

 

AiSP Membership 

 

Complimentary Affiliate Membership for Full-time Students in APP Organisations 

If you are currently a full-time student in the IHLs that are onboard of our Academic 

Partnership Programme (APP), AiSP is giving you complimentary Affiliate Membership 

during your course of study. Please click here for the application form and indicate your 

student email address, expected graduation date and name of your institution in the 

form.  

 

Complimentary Affiliate Membership for NTUC Members  

AiSP offers one-time one-year complimentary Affiliate Membership to all active NTUC 

members (membership validity: 2025) from 1 Jan 2025 to 31 Dec 2025. The aim is for NTUC 

members to understand and know more about information security and Singapore’s 

cybersecurity ecosystem. This does not include Plus! card holder (black-coloured card), 

please clarify with NTUC on your eligibility. 

 

On membership application, please do not email your personal data to us via email if 

your information or attachment is not password-protected. Please send us your password 

via Telegram (@AiSP_SG). 

 

Once we receive confirmation from NTUC on the validity of your NTUC membership, AiSP 

would activate your one-year complimentary AiSP Affiliate membership.  

 

CPP Membership 

        
For any enquiries, please contact secretariat@aisp.sg 

https://www.aisp.sg/app_members.html
https://www.aisp.sg/app_members.html
https://www.aisp.sg/document/common/AiSP-ApplicationForm.pdf
https://www.aisp.sg/document/common/AiSP-ApplicationForm.pdf
https://t.me/AiSP_SG
mailto:secretariat@aisp.sg


 Advancing the Professionals | Connecting the Community | Excelling the Profession 
 

 

back to top 

© 2008 – 2024 Association of Information Security Professionals. All rights reserved. Page 29 of 33 
  

AVIP Membership 

AiSP Validated Information Security Professionals (AVIP) membership helps to validate 

credentials and experience for IS-related work including cybersecurity, professional 

development, and career progression for our professionals.           

 

Membership Renewal 

Individual membership expires on 31 December each year.  Members can renew and 

pay directly with one of the options listed here.  We have GIRO (auto - deduction) option 

for annual auto-renewal. Please email secretariat@aisp.sg if you would like to enrol for 

GIRO payment.  

Be Plugged into Cybersecurity Sector – Join us as a Member of AiSP! 

 

Please check out our website on Job Advertisements by our partners.  For more updates 

or details about the memberships, please visit www.aisp.sg/membership.html 

 

AiSP Corporate Partners 

 

 
 

 

   

 
 

 

 
  

 
 

 

 
  

 
  

https://www.aisp.sg/indi_benefits.html
https://www.aisp.sg/indi_payment.html
mailto:secretariat@aisp.sg
https://www.aisp.sg/jobs.html
http://www.aisp.sg/membership.html
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Visit https://www.aisp.sg/corporate_members.html to know more about what our 

Corporate Partners (CPP) can offer for the Cybersecurity Ecosystem. 

 

AiSP Academic Partners 

 
  

   

   

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.aisp.sg/corporate_members.html
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Our Story… 

We are an independent cybersecurity association that believes in developing, supporting 

as well as enhancing industry technical competence and management expertise to 

promote the integrity, status and interests of Information Security Professionals in 

Singapore. 

 

We believe that through promoting the development, increase and spread of 

cybersecurity knowledge, and any related subject, we help shape more resilient 

economies. 

 

Our Vision 

A safe cyberspace supported by a strong and vibrant cybersecurity ecosystem. 

 

Our Mission 

AiSP aims to be the pillar for Information Security Professionals and the overall Information 

Security Profession through: 

 

▪ promoting the integrity, status and interests of Information Security Professionals in 

Singapore. 

▪ enhancing technical competency and management expertise in cybersecurity. 

▪ bolstering the development, increase and spread of information security knowledge 

and its related subjects. 
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AiSP Secretariat Team 

 

AiSP Secretariat Retreat at Malacca and JB on 8-9 December 

 

On 8-9 December, the AiSP Secretariat embarked on an exciting 2D1N staff retreat to 

Malacca and Johor Bahru! The team enjoyed an engaging Escape Room challenge in 

Malacca, savored the iconic chicken rice balls, and explored the vibrant Jonker Street. It 

was a fun-filled and rejuvenating experience for everyone! 

 

We’re hiring! If you’re eager to grow in a collaborative environment, have a passion for 

events, and are enthusiastic about learning and gaining exposure to the industry in 

Singapore and beyond, we’d love to hear from you. Send your interest to 

secretariat@aisp.sg to find out more! 

 

   

 

    
Terence Siau 

Director 

Vincent Toh 

Associate Director 

Elle Ng 

Senior Executive 

Karen Ong 

Executive 
 

 

 

  www.AiSP.sg 

  secretariat@aisp.sg 

  +65 8878 5686 (Office Hours from 9am to 5pm) 

   

  Please email us for any enquiries.  

 

http://www.aisp.sg/
mailto:secretariat@aisp.sg
mailto:secretariat@aisp.sg

